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AN o MISSION BRIEFING

BULK DATA RULE:

% TRANSACTIONSAND . - -

" SECURITY REQUIREMENTS
; ;' i i{d“ ] Executive briefing on E.O. 14117,

- \. i DOJ 28 CFR Part 202, and

- & CISA security requirements

Sources: : CISA Security Requirements for Restricted Tra ns (Jan. 2025); DOJ 28 CFR Part 202.




Y

DISCLAIMER T TR

The following presentation reflects the opinion of its human authors and does not I SeLef il
necessarily represent the view of respective clients, partners, employers, or other of Amster, A
Rothstein & Ebenstein LLP, nor Celesq or any of its officers, or employees.

Additionally, the following content is presented solely for the purposes of discussion and
illustration and does not comprise, nor is to be considered, as legal or business advice.
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Charles R. Macedo is a seasoned intellectual property
attorney with deep expertise at the intersection of
emerging technologies, data-driven businesses, and
commerce. He is recognized as an author, thought
leader and frequent lecturer in intellectual property,
blockchain, artificial intelligence/software, and data
monetization. With a technical background in physics
and decades of experience guiding Unicorns, startups,
financial services firms, and technology innovators,
he has developed IP strategies as they launch and
monetize new product lines resulting in collections of
\hundreds of millions of dollars of royalty revenue.

Lewis Derenzis Ill, M.S., J.D., is a Patent Agent and
Law Clerk at Amster, Rothstein & Ebenstein LLP. Lewis
brings valuable experience from his work as a Legal
Intern at the SUNY Research Foundation, and at Alliant
Cooperative Data Solutions.
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TOPICS COVERED

® (Qverview of the Bulk Data Rule as it applies to restricted transactlons
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e ® Distinguishing prohibited vs. restricted transactions

i L'f\ . ° /2% 1

@ e ® Required security controls under the Data Security Program it ? T,
i ek hReh) ] ) ~ —
e .0 @ Therole of CISA security standards and guidance — =

.. .-%L: e Practical compliance and documentation considerations
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\ | \x After completing this program, participants will be able to: = — M e %
i N\ ‘ v ‘
L | R |
J‘ P ’ W@ |dentify when a transaction qualifies as "restricted" under the Bulk Data Rule = |
o ) |
—

2 ~® Explain the security controls required for lawful restricted transactions

D

3 —® Evaluate common business arrangements for compliance risk -

-@ Advise clients on documenting and defending compliance in an
enforcement environment
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WHY THIS MATTERS

=S

National security rule —
not just privacy

9.
f/_\

)

Blocks foreign adversary
access to sensitive U.S. data

Targets cyber exploitation,
Al training misuse, espionage

Sources: CISA Security Requirements for Restricted Transactions (Jan. 2025); DOJ 28 CFR Part 202.




REGULATORY ORIGIN

o Feb. 28, 2024 —

9 Jan.“3,:‘ 2025— 9Jan8 2025 —

Sources: CISA Security Requirements for Restricted Transactions (Jan. 2025); DOJ 28 CFR Part 202.

E.O. 14117 CISA Security DOJ Final Rule
Requirements (28 CFR Part 202)
>
.' Effective l Enforcement l Full compliance
m Apr. 8, 2025 | July 8, 2025 | Oct. 6, 2025




WHAT THE RULE PROTECTS

IJ Bulk U.S. sensitive
personal data

2_4 Government-
related data

GOV

o
TR

3

Examples: health,
financial, biometric,
geolocation

>>>

N

PONQ

HEALTH

FINANCIAL BIOMETRIC GEOLOCATION

Risk: access by
countries of concern
or covered persons

Sources: CISA Security Requirements for Restricted Transactions (Jan. 2025); DOJ 28 CFR Part 202




DATA VENDORS, EMPLOYERS
GOVERNANCE & INVESTORS

- I LEGAL & TY
2 COMPLIANCE e

D fe®s " US. persons engaging in
3 'M covered data transactions

T
3 & | & Legal and compliance teams

e ,/_\ Cybersecurity and
\ /data governance leaders

O g

/ \__ = : :
[ 9°% ' Vendors, employers, and f:,; e

\"‘l“ investors with data access [ ¢ --

——

Sources: CISA Security Requirements for Restricted Transactions (Jan. 2025); DOJ 28 CFR Part 202.




KEY DEFINITIONS MAP

.

The ability to obtain
or view data.

COVERED DATA
TRANSACTION

A 10110 0110
\ ) T e i |

\ nnIooC,

A sale, transfer, or other
transaction involving
covered data.

A

/

N\

COVERED PERSON

N

Person or entity linked
to countries of concern.

N £

4

\

COUNTRY
OF CONCERN

Countries that pose
a risk to U.S. national
security.

SECURITY
REQUIREMENTS

Safeguards required to
authorize and conduct
transactions.

Sources: CISA Jgn. 2025; DOJ 28 CFR Part 202.




ek e Logical or physical access counts

J'|| ACCESS |

AGCESS MEANS MORE THAN DOWNLOAD 5" 5 5 & 5
‘ o Obtain, read, copy, decrypt /m RRE RN TV iy

, \ Vg >~ .|| COUNTS
S o . / —~ \ : i 7
9 Edit, release, alter, view, receive /3 8.
! |

e bl | wimh o
1) & g e, | WITHOUT
G Determine access without \/\”/ /5? TR TR CONTROLS
regard to security controls NS eratrw
Sources: CISA Jan. 2025; DOJ 28 CFR Part 202. |




GOVERNMENT- RElATED DATA

\
#

0 Prease geolocation for listed
sensitive U.S. locations —
no bulk threshold

9 Sensitive personal data
marketed as linked to current
or recent former U.S.
Government personnel

9 Military, intelligence, defense,
law-enforcement, foreign-policy
sensitivity

/

Sources: CISA Jan. ZOZEDOJ 28 CFB Part 202.




BULK U.S. SENSITIVE PERSONAL DATA
— 00— 0 ——0 - —0——60——0——©0

s |D|L|Y | eE

%, N
Human Biometric Precise Personal Personal C:r\;%rr?:l Combined
omic data identifiers geolocation health financial ig T data

N\ 7 N\ B/ B\ LN /AN 7 AN i\ /

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




BULK THRESHOLDS

HUMAN OTHER HUMAN COVERED
GENOMIC BIOSOIM-ZIéi l\fl = BIOMETRIC GEOLOCATION HEALTH FINANCIAL 'ggﬁgﬁ:lli&Ls
5 | 11 | D | © =

s |1 |D| 9|V B
;Jggs >1,000 | >1,000 | >1,000 | >10,000 | >10,000 | >100,000

COMBINED
DATA

@®-
/ \
QWfiirg
o(\‘/>o

= LOWEST
APPLICABLE

THRESHOLD

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.
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CHINA
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Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




| Covered entities owned 50%+
| by countries of concern or covered persons

N\ e e, /. . AR T LB Y
fr— = N
Entities organized or
headquartered in a country of concern
N = gy, —
/ \ N
’ Foreign individuals employed by
N | covered entities or governments )
L - - i .

Individuals primarily resident in a

€35 WHO IS A COVERED PERSON?

COUNTRY
OF CONCERN

NN

N
)

l!

» : "\D\‘-‘»; >
V

country of concern or specifically designated
L

il

OWNERSHIP

50%+

COVERED
ENTITY

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.

COVERED PERSONS
\ A OWNERS
A1/

N

E EMPLOYEES

.

¥ 5
IQI RESIDENTS

1§

N\, e

.....

s/ :lv




COVERED DATA TRANSACTION

Any transaction involving
access by a country of
concern or covered person
to government-related data
or bulk U.S. sensitive
personal data.

@ DATA \ -

S| BROKERAGE

/

EMPLOYMENT /
KON |

2

AGREEMENT

s/

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.

INVESTMENT

sl AGREEMENT




ssiaded DECISION TREE: IS IT COVERED? ’
y . YES ) COVERED DATA
[ e A= S ) TRANSACTION
government- Isf a country == [: { )% S— —
/ relateddataor |=P> ad > conc(:iern o |=p Does it involve 1
N bulk US. sensitive - ;Z:g;; aic):ce::ai(:‘; data br o:cerage, vendor, EXEMPT /
personal data? ; employment, or
\ 200 J investment agreement? NOT COVERED
Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




pnomsnm vs. RESTRICTED

o - RESTRICTED =
P PROHIBITED = ALLOWED ONLY WITH
KEA CATFGORICALI r BAI\NLD | COMPLIANCE MEASURES '
‘.' / N "
| /] || EXAMPLES E’\‘/AMdP'-ES :
LY/ L * Vendor agreemen
\\ ‘_,__—.:-;/ Datebrokerage & / |+ Employment agreement
o * Investment agreement PSP Za D
J XN Y ke
—_—-—-m /
S o 1152 AT T (i3
- @ SECURITY REQUIREMENTS ARE DETERMINATIVE. ~ ——-
Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




PRUHlBlTED DATA BRUKERAGE Ve

()J | Sale or license of data to recnplent
- that dld not coIIect it directly

F R = R
[ £~ Government related data or

i ) ‘bulk U.S. sensitive personal data
D ) If recipient is a country of concern g :"; PRAE 5
! @7 | orcovered person, the transaction S b s DATA -
/" is prohibited ,

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




A5 vissovsweris
PROHIBITED GNWARIJ TRANSFER RISK

\ . / e
S g \ / . :
:l‘. A /-—.—\____ '-‘_\ /:9\ ,____ | / . : \

\ COUNTRY-OF- /
\. CONCERN /

A

©

Tracking pixels / SDKs
can create prohibited
data brokerage

¥
Onward transfer can
still trigger prohibition
N\ /
p

N

—

\ RECIPIENT //

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.

9

Know where the data
ultimately goes

N
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PROHIBITED: HUMAN OMIC nm AN Bmspicmms\

t[ ( Certain human omic data and — il
| ) biospecimen transactions are prohibited ET ( M
5 ' |
[ ‘\v 2L | Rule is especially strict where access | = \ A\

. " . . 3 | \ \
. A | can enable sensitive exploitation A

( A Do not confuse research collaboration
,  with permitted access unless a
specific exemption applies
Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.
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RESTRICTED: VENDOR AGREEMENTS

Third-party provider gets access l

R _-“ ) to covered data

@ | Think hostmg, IT support, analytics, )
===

(_EEE)) cloud, processing S, e 8

/_@ Allowed only if rule conditi
owed only It rule conditions U.S. COMPANY e @ % VENDOR
and CISA controls are satisfied

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




R vission meei
RESTRICTED: EMPLOYMENT
RES]

e0e i Employees, contractors, executives,
@@ | directors

Access — not title —
drives the analysis

k=— =
Covered person access can make

S =
e o )
2=

employment a restricted transaction

]‘r |

AGREEMENTS | & =
7 : r—'l \
,[J\, %
ay ' \AL" Y

(&8

\ \

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.
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i ﬂ Foreign ownership or rights )
il in a U.S. entity or U.S. real estate

_ & Access to covered data
i is the risk

i3 = Passive investment carve-outs | i - ‘L N
2:@ may apply, but substantive rights 1 N

- can trlgger restrlctlon

RESTRICTED: INVESTMENT AGREEMENTS

Sources: CISA Jan. 2025, DOJ 28 CFR Part 202




% T0 PROCEED, SECURITY REQUIREMENTS ARE nmssuow

b i@, e ) §
RE ' SECURITY A
oy ,/)-- / CONTROLS sl ‘ |
\ No CISA-aligned ' }'
\ | controls = no authorized : f

e = =/ DUE L restricted transaction. \_( .5 [_ \\ AV

=@ DILIGENCE 5/|5| RECORDKEEPING | =3 )

_ : ) — e T e

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.
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VERIFIED
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EZZ CISA MODEL: TWO CONTROL TIERS

q ORGANIZATIONAL- AND SYSTEM-LEVEL REQUIREMENTS j
I I I “-l
3 B. ACCESS B: C. RISK together to prevent

| |
A. ORGANIZATIONAL
CONTROLS A\ ASSESSMENT | access by covered

’ persons and

countries of concern. HEPEEN
@ DATA-LEVEL REQUIREMENTS | -

[ 1l iy

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




WHAT IS A COVERED SYSTEM?

An information system that interacts =al =
with covered data as part of a } _ =
restricted transaction : |

Includes systems that obtain, process, ’ |

maintain, use, share, or dispose of
the data

Some workstations are excluded |
unless they interact with bulk data; t

government-related data has no
bulk threshold

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




R\ %/ ORGANIZATIONAL CONTROLS

|

ASSET INVENTORY

Identify, prioritize, and document
covered-system assets

@ Maintain inventory with IP addresses
where practicable

| ,

(e ¥/ KN

]

@ Update IT asset inventory at least monthly

Sources: CISA Jan, 2025; DOJ 28 CFR Part 202.

ORGANIZATIONAL CONTROL 1: [ sssevmron

10.0.0.12

10.0.0.25

10.0.1.8

10.0.2.14

. | | 10.0.3.7
@ Automated cloud inventory is acceptable | \,




WYY ORGANIZATIONAL CONTROLS

ORGANIZATIONAL CONTROL 2:
LEADERSHIP ACCOUNTABILITY

@ Designate accountable
cybersecurity leadership

Designate accountable governance,
risk, and compliance leadership

@ May be one leader or separate owners

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




N7 ORGANIZATIONAL CONTROLS 4

, ORGANIZATIONAL CONTROL 3: D o m\
) W/ S TN —— 1 e \\ Ky
KNOWN EXPLOITED VULNERABILITIES | o |/ /s 7 = 2\ g'“""”
* (KEV) REMEDIATION LN a7 —
O Prioritize internet-facing covered systems a ,—Qb 5 /) ;
9| Remediate known exploited vulnerabilites ing Lz o | / By
/ within 45 calendar days ; =
O Use compensating controls if - 1>-/\[ i
patching is not feasible & : i
@ After patching, evaluate whether - o / \\ P
=~ compromise occurred before remediation " ¢ v
> = SOUECHRtL O, a0h2029,P0° 207 BRUGATE202, i . : Bt




'§*}Aé ORGANIZATIONAL CONTROLS

ORGANIZATIONAL CONTROL 4: |
VENDOR/SUPPLIER DBCUMENTATIUN

@ Document and maintain all vendor

Include contractual IT and
cybersecurity requirements

Think third-party network and
service dependencies

and supplier agreements for covered systems

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




EY¥ ORGANIZATIONAL CONTROLS - - -----------------------
| CORPORATE NETWORK DMZ

ORGANIZATIONAL CONTROLS: ===~ &= =
NETWORK TOPOLOGY TN FE

@ Maintain an accurate topology ... E
of the covered system A4 P e : :
@ Map interfacing networks e et | F, I / \ f
where technically feasible D R EE | e— ' -
Use it to improve visibility and BE 26T SRy . ;
incident response N g -

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




EEE20 ORGANIZATIONAL CONTROL6:
APPROVALS AND ALLOWLISTS

AIil_’ROVA

C)

Require approval before new

Maintain a risk-informed allowlist

Control the attack surface
before systems connect

hardware or software is deployed \%‘
. 3 - E 5 e

of approved hardware and software L\ :/\ V-

| HARDWARE

L REQURED
rmARE

ALLOWLIST

« LAPTOP MODEL X1
« FIREWALL FW-200
+" EDR AGENT

« BACKUP AGENT

« VPN CLIENT

v BUSINESS APP v2.4

Sources: CISA Jan. 2025; DOJ 28 CFR ;35—202.




WGRGANIZATI(INAI. CONTROLT: -

INCIDENT RESPONSE PLAN

o & ‘ A ALERT
INCIDENT RESPONSE et o og e,
', | | | ou :
v Develop incident response 1 a2 "'? i x_/ | ;//"\ SN =
e plans for covered systems | 2 m | T ' 'S .
Review annually and | / 3 / ' | NN 4 ?’? ;/Gy
update as appropriate A # { ) /r
< ; = ¥
X Make plans usable for INCIDEN > (/ :
L deteition, response, and recovery 355 p .-,;T\’,'h? — &/5:2‘1
Sources: CISA Jan. 2025; DOJ 28 CFR Part 202. A= ariiag )




§ ACCESS CONTROL 1: MFA

on all covered systems

o Enforce multifactor authentication

Password

SIGN IN

Username | jdoe
(
00000000

Verify Your Identity

SECL‘HIY N"Y

BIOMENIC

/o
amy . 3 N
Target strong authenticators such @
as AAL2 or AAL3
/ \ : . . AT M‘NIQ OR
o= 9 If MFA is not technically feasible,
NN require passwords of 15+ characters |

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.

[ Access. GRANTED |

e

/s

| =
g |

| | -

| ' 'S

l | TEERE L -

l BBy 31 .

f”l//,l/ fh

7
N

f.s.

o |
‘n’]'
W)

=

"l




ACCESS CONTROL 2:
REVOKE ACCESS FAST

Promptly revoke credentials
and authorized access

3e)

/
e ST S R e, s
z @ Do so on departiure
- or role change g
e ATP mes
.0.0‘ 9 Cover individual, shared,
g %, and system credentials

2 svc_backup

Ib app_share

* Sources: CISA Jan. 2025: DOJ 28 CFR Part 202.

[ ACCESS MANAGEMENT
& jdoe USER 0 OO [[l] 2;“ <
& asmith ADMIN REVOKED (X ; / ‘1_\“ \ :
| ' & contractor]  USER REVOKED (X / | L_'}

SERVICE  ACTIVE

SHARED

| Bee {',-,‘ | /4 x
i \ I i s /
ACTIVE (¥) ~ .




E
i

SLIDE 40 e .
ACCESS CONTROL 3: LOGGING ..., | =
/\ LOG EVENTS | A A A ALL SYSTEMS
pr—a OPERATIONAL
| 5:-'] € Log access and security events = TIME | USER | EVENT L
>._ < = Gl | 10:4213 | jdoe LOGIN SUCCESS © e TR
Q € Monitor for critical log-source failure | - 10:42:3 | asmith | FILE ACCESS © | ﬁ‘—’l
\/ : 10:42:13 | svc_backup | CONFIG CHANGE @ 1 i \l— |
=N - - W
LE__B 9 Store Iogs centra"y and Secure|y — 10:42:13 = admin PRIVILEGE ESCALATION @ \ 4
S % 10:42413 known i FAILED LOGIA A r T
K 3 : 2 gl A RETENTION ot
. @) Retain for at least 12 months — 4 .
longer if breach or violation | >12 MONTHS e
s remains unresolved | - :
e  Sources: CISA Jan. 2025; DOJ 28 CFR Part 202. o i




networks to deny all connections

by default

Conflgure covered systems and 1
|

/

\,

NO ACCESS

Require authentication or : = UNLESS
explicit allow rules EXPLICITLY
— f ALLOWED
fa == )
O Allow only specific functionalit
\U"'Q/ ysp y i

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




K225 \CCESS CONTROL 5: IDENTITY GOVERNANCE

N 05~ = e\ Y
Issue and manage identities and B =5
credentials for users, services, l\ ) el ] ¢ | LA
and hardware : USERS NG/ > DEVICES | ae %

/3 R \! | COVERED
Use attributes sufficient to block 154 e | ) | RERYQNS
covered persons and countries of 4 I | [ AT
concern from impermissible access Q A\ A7 — e 4

.- - .

N Limit access to authorized SERVICES APPLICATIONS COUNTRIES OF
n transactions and functions | CONCERN

/

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




K225 INTERNAL DATA RISK ASSESSMENT  LieLHooD

RARE i UNLIKELY | POSSIBLE | LIKELY CERTAlN

Evaluate whether selected controls
SEVERE
truly prevent access

MAJOR | Low

Vg

Focus ohA |inka5le, identifiable,
unencrypted, or decryptable data

Difs)

f{
-3

disclosure and harm ) |
Review annually and mclude | ‘ |

a mitigation strategy i

IMPACT
|

5})

/
\\

/

.
7

E
\

Sources CISA Jan 2025; DOJ 28 CFR Part 202.




DATA LEVEL REOUIREMENTS

DATA MINIMIZATION
& MASKING j._\—' '

Data must
meet specific
protection
standards.

= El  CONFIGURATION
Q TO DENY ACCESS

Source: CISA, Jan. 2025; DOI 28 CFR Part 202. \




N

(P

XD

DATA MINIMIZATI

Maintain a written retention

and deletion policy

Process data to reduce or eliminate

covered status before access

Techniques may include aggregation,
pseudonymization, de-identification,

anonymization

ON AN

R T SRR

Minimize linkability so identities

cannot be inferred

/
"

N

s

COLLECT

¢

0

0
1

O =

101
010

D MASKING
( \

=

J

7

.

MINIMIZE
& MASK

(e

~

/

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.

,

REDUCE
LINKABILITY

7

| COLLECT LESS. RETAIN LESS.

\

SAFE FOR
AUTHORIZED USE

N

REVEAL LESS.




ENCRYPTION AND KEY MANAGEMENT

a Encrypt covered data in transit and at rest |
\ Z "
/ N
@ Use comprehensive encryption )
N pa /s
o/ \ N
® Do not co-locate keys with covered data
\__,) /
/ < :
Aa7\ | Do not store keys in a country of concern
QN | or authorize covered persons to access them e Y
N\ V4 / O&T
— A
Sources: CISA Jan. 2025; DOJ 28 CFR Part 202




PRIVACY-ENHANCING TECHNULUGIES

[=»

Use techniques such as privacy- preservmg
computation or differential privacy

Processed data must not allow
reconstruction of covered data

Systems implementing these

techniques are also covered systems

Privacy-Enhancing
Technologies

"

L4

|

T

x\

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.
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ICAL COMPLIANCE
mn%{umm CONSIDERATIONS

i POLICIES

@ PROCEDURES

M CONTROLS

A
11 I REQUIREMENTS »

O\ AuDITS

E r —2 REVIEW CYCLE
| L ANNUAL

—

|
- g RESPONSIBLE
ASSIGNED
b -

N }:
o J l -‘hl RSKLEVeL
i all ‘LII Low

SPONSIBLE OFFIC

Ay
gy

r @ COMPLIANT .
" L STATUS




DUE DILIGENCE PROGRAM  peer®

.' By Oct. 6, 2025, develop and implement | . PROGRAM
g / a data compliance program ol [ DATATYPES

e MES

[ég] | Verify and log data types, volumes, ™ VOLR:ES
| parties, end use, and transfer method | - M P

e —— < [ ENDUSE

1 Use risk-based procedures |2 T

" SFER METHOD
€S [/ TRAN
for vendor identity checks poLIC!

' =  — aEs
[?] { Maintain written policies certified PROCEDUTE =
R

—t

_ annually by a responsible officer ) sk ASSESSMENT —

Sources: CISA Jan. 2025: DOJ 28 CFR Part 202.




AUDIT REQUIREMENTS OVERVIEW -

17 AupIT
~ REQUIRED
&
v—|

\/_

)

Annual audit required
for any year the U.S.
person engages in
restricted transactions

(on or after Oct. 6, 2025).

9 | WHO MAY
CONDUCT

@,
(@

* Qualified and competent
¢ Independent
e Cannot be a covered

person or a country
of concern.

3] WHEN&
*~ TIMEFRAME

e Once per calendar year
in which restricted
transactions occur

e Covers the preceding
12 months.

@ Source: CISA Jan.

@ SCOPE
| I /

X
o Restricted transactions

» Data compliance program
& implementation

* Relevant records
¢ Security requirements
» Reliable methodology

2025; DOJ 28 CFR Part 202.

o Written report within 60 days

e Include: nature of transactions,
methodology & evidence,
program effectiveness,
vulnerabilities/deficiencies,
control failures,
recommendations.

" RETENTION

i_q——~ 0
- )|

\

Retain audit report for
at least 10 years,
consistent with
recordkeeping
requirements.




RECORDKEEPING AND REPORTING

Keep full and accurate records

,__
" 8 | of each covered transaction |
0 :22:| | Retain records for at least 10 years
-f_'w Maintain annual certifications,
9 v—| | due diligence evidence,
and audit results
E Be prepared for reports on demand,
0 ~«| | annual reports, and rejected

prohibited transaction reports
where applicable

s

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.

! 1

A\

\

~

RECORDS AUDIT LOG
COMPLETE -

@

,,-.—-

N




PRACTICAL COMPLIANCE WORKFLOW

¢

Know
your data

N ||

2

Map
transactions

’.T'\o

3 et B

7

3

Classify
counterparty

2=

4

Decide
prohibited /
restricted /

exempt

5

Apply
CISA
controls

-’[ﬁoﬂlbﬁm}-’

6

Update
contracts

\Z)

Monitor
and audit

w 4

8

PEIE
evidence

7 \ v \ 7
Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.




EXECUTIVE KEY TAKEAWAYS

0y

This is a national security regulation

LY

Prohibited transactions are banned;
restricted transactions require full compliance

96

Security requirements are determinative

Success requires legal, technical,
and operational integration

J/ —

Sources: CISA Jan. 2025; DOJ 28 CFR Part 202.

—

NATIONAL SECURITY FIRST.




RESTRICTED DOESN'T MEAN IMPUSSIBLE

:| ,‘:.~ IT MEANS KNOW THE DATA | 4
' anTRUI.I.ED CONTROLTHEACCESS|

M’SSION Accow\vx\s\\ “)

PROVE THE COMPLIANCE l L E




UESTIONS?

We welcome your questions and discussion.

\

Celesq
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CHARLES R. MACEDO




